How to export an SSL/TLS certificate from Microsoft
Management Console

How to export an SSL/TLS certificate from Microsoft Management Console as a PFX file.
If needed, you can export an SSL/TLS certificate with its private key as a PFX file.

1. Right click on the certificate, select “All Tasks” and click on “Export...”.
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2. Click Next on the welcome screen. In the “Export Private Key” section, you must select “Yes, Export the
private key” to create a PFX/PKCS12 file.

Certificate Export Wizare

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@) Yes, export the private key

(") No, do not export the private key

Learn more about exporting private keys




3. In the “Export File Format” section check the option for “Include all the certificates in the certification path if

possible". This is very important as you may have trust errors with files if the intermediate and root certificate
is not included. Click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[ ]Indude all certificates in the certification path if possible
(@ Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats
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4. A password is mandatory for create a PFX file. Enter a password and click “Next”.



Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

5. In the next screen, click “Browse” to choose a folder and a name for the PFX file.
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File to Export
Specify the name of the file you want to export

File name:

C:\Users\user 1\Desktop\codesigning.pfx | Browse... I
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6. Confirm the settings and click “Finish”.

7. Locate the server.xml file under the conf folder of the installed location of Tomcat server and look for the
SSL connector definition. Typically, this will be commented as the stock offering. Manually change that to have
sometning like below:

<Connector SSLEnabled="true" acceptCount="100" clientAuth="false"
disableUploadTimeout="true" enablelLookups="false" maxThreads="550"
port="443" keystoreFile="<path to the PFX file>" keystorePass="<password

provided during export>" keystoreType="PKCS12"
protocol="org.apache.coyote.httpll.HttpllNioProtocol”" scheme="https"
secure="true" sslProtocol="TLS" />

Note: The above setting is assumed that the FootPrints server doesn’t have the Microsoft IIS running, since we are
using the default HTTPS port
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